UNITED STATES BANKRUPTCY COURT
EASTERN DISTRICT OF TEXAS
SHERMAN DIVISION

IN RE: 8§

§
TRUE BEGINNINGS, LLC, 8§ CASE NO. 12-42061

§

§

DEBTOR. CHAPTER 11

TEXAS ATTORNEY GENERAL'S OBJECTION [TO PROTECT CONBMER PRIVACY]
TO THE TRUSTEE'S MOTION TO APPROVE SALE UNDER 113JC. § 363(b)(1)

Comes now the State of Texas, by and through theef the Texas Attorney General
(the “Attorney General”), and respectfully filesgtObjection to the Trustee’s Motion (the “Sale
Motion”)(Docket Nos. 211, 225) seeking an Orderrapmg the sale of Debtor’'s Assets (the
“Sale”) to purchaser PlentyofFish.com (“POF") puastto the terms of the Asset Purchase
Agreement (“APA”)(Docket #211-6). Simply statedet8ale fails to adhere to the guidelines
contemplated by Section 363 of the Bankruptcy Caoutkfails to adequately notify Debtor’s
roughly 43 million registered members (“Customeérgio have their highly sensitive personally
identifiable information (“PII”) contained in Delts databases that would ultimately be
transferred to POF without the Customers’ knowlegigeonsent.

Summary of Position

The Attorney General does not object to a saleishadnsistent with Debtor’s stated
privacy policies as required by 11 U.S.C. § 363(b)Given the highly sensitive nature of
Customers’ PII, though, the Attorney General ddgea to inconsistencies in the Debtor’'s
ambiguous online published privacy policy and thiesequent failure to provide prior notice to
Customers regarding the potential transfer of tRdirAs set forth more fully herein, Debtor’s
privacy policy contains ambiguities as to whethast©mers will have a right to opt-out or opt-in
to consent to the transfer of their PIl. The Aty General believes this ambiguity should be
construed against the Debtor and thus an opt-iogohare is required.

The Attorney General also strenuously objects ¢atansfer of Customers’ financial
information? On information and belief, both the Trustee and~P@ve agreed that Customers’
financial information will not be transferred. TAgtorney General reserves the right to further

! of Debtor's 43,438,007 total Customers, 2,612 &&3from Texas.

2 The total number of Customers includes 4,933,38Pfe who have provided credit card information as
paid subscribers, 368,742 of which are from Tekasm August 1, 2012 (Petition Date) until OctobePQ13,

30,333 people have provided credit card information
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object on this issue if this is not the case.

If the Court were inclined to approve the Sale veithopt-out procedure, at a minimum,
the Attorney General requests that the Debtor pe@ustomers notice of the Sale with ample
time to alter or delete any PII they do not waahsferred. Accordingly, the Attorney General
provides proposed language herein along with agseg time-line for such notice. In support of
its Objection, the Attorney General alleges afod:

Relevant Background

1. On August 1, 2012, the Debtor filed a petitionr@organization pursuant to
chapter 11 of the Bankruptcy Code and has contimuéte operation of its business under
Bankruptcy Code 88 1107 and 1108.

2. The Debtor operates and owns certain tangiblerdadgible assets of an online
dating service in the United States (the “Busingss”

3. The APA includes in these assets is “the origiaald all copies of: the Customer
list of the Business, all Customer files of the iBess, the current and historical referral list of
the Business, including, without limitation, thasams specifically set out in Schedule 1.01(a),
and all other documents, files and records ofetating to, any of the Assets or the Business.”
APA, 81.01(c).

4. As part of the Business, Debtor maintains amentiating website, True.com, that
asks consumers to provide a broad range of infeomatout themselves. On the website Debtor
also makes a series of specific representationsingonsumers of its commitment to
protecting their privacy. For example, at the payere consumers who wish to become
members are asked to provide their email address,at birth, password and screen name,
Debtor explicitly represents: “We won't share tarmail address with other TRUE members or
unaffiliated third parties for marketing purposesi’a small font, that sign up page includes
links to the Debtor’s privacy policy, attached hestObjection as Exhibit A, and that policy
includes numerous statements which assure consunatitheir personal information will be
protected.

5. Included among those assurances are the following

TRUE treats all of your information with the utmasdre for your privacy and
security.

TRUE does not sell, trade, or otherwise disclostaruer lists names, addresses,
birth dates, email address or other individualgmntifiable information (collectively
“Personal Information”) to unaffiliated third paet without your permission.



TRUE guards your Personal Information carefulljheTPersonal Information that
you provide will be used by TRUE to provide youwimformation about products
and services available to you through TRUE andcselartners. TRUE will not
disclose Personal Information to non-affiliateddhparties without your consent.

TRUE will not disclose your Personal Informationrton-affiliated third parties
without your permission unless we need to do swdler to comply with applicable
law, a subpoena, or other legal process or to girtite personal safety of our users
or the public. TRUE does not sell or rent Persdnfarmation about its users to
non-affiliated third parties. If TRUE intends taesh your Personal Information with
a non-affiliated third party, we will do so onlytliyour knowledge and consent.

Exh. A.

6. In contrast to those specific plain English agsoes, Debtor’s privacy policy
includes two sentences which introduce a certaibigunty: In the event that TRUE should be
acquired or substantially all of its assets tramsté Personal Information would be considered a
transferable asset. TRUE will give registered mesibetice prior to transferring their Personal
Information, and an opportunity to opt-out of haytheir Personal Information transferred to the
new entity.SeeExh. A

7. The privacy policy also includes information absome of the types of
information Debtor collects from members:

During sign-up, TRUE.com collects the following Ba&mal Information: name,
address, birth date, and email address, alongothigr individual identifiable
information about you and the type of people afatignships you are seeking
through our website (e.g., hobbies, interests,gmaispreferences, personality
traits).

Exh. A.

8. On December 14, 2012, the Court issued an Oppeiating Chris Moser, Esq.
as the Trustee. (Docket #107)

9. The Trustee filed a motion on August 19, 2018ksey Court approval ofpter
alia, certain bid procedures (the “Bid Procedures”) gnedAPAin connection with the sale of
Debtor’s assets. (Docket #225)

10. On August 29, 2013, the Court approved the Bat&dures, the APA, and the
form of Notice, and scheduled the Sale HearingXctober 3, 2013. (Docket #225)

11. Under the APA, POF has agreed to pay $700,0@Qatsl purchase price (APA §



1.05) for substantially all of the Debtor’s asqeksfined by APA § 1.01, the “Purchased
Assets”), includinginter alia, the PIl contained in “all Customer files of thadtess, the
current and historical referral list of the Busisil@APA § 1.01(c))

12. The Motion to Sell, the APA, and notice of thedeSdo not contain any provision
that provides notification to Customers of thisguital sale and transfer of Customers’ files and
PII..

13. On September 13, 2013, the Court appointed Thoynson as the Consumer
Privacy Ombudsman pursuant to Section 332 of thkBgtcy Code.

14. The Consumer Protection Division of the Offi¢ééhee Texas Attorney General
(“CPD”) first learned of this proposed sale thermiog of October 3, 2013, and immediately
contacted the Trustee.

15. On information and belief the Federal Trade Cassian (“FTC”) was also not
notified of the Sale MotioAnor was any other consumer protection agency.

16.  On October 3, 2013, the Court held a hearinthersale Motion.

17.  Atthe hearing the Trustee very graciously agjteecontinue the matter to allow
the Attorney General to formally review the SaletMo and its provisions to ensure the
protection and safeguard of consumer privacy tletg@ess mandated in 11 U.S.C. 8§ 363(b)(2).
The Attorney General would like to acknowledge phefessionalism and courtesies of the
Trustee and his counsel in agreeing to this coatina and allowing the Attorney General an
opportunity to review this transaction. the salarivey and agreed to parties’ request for a
continuance.

18. For the reasons set forth below, the Attornegdsal objects to the Motion to
Sell only to the extent it does not sufficienthftifpand allow Customers to affirmatively opt-in
to have their PII transferred to POF. At a minimuinthe Court approves the Sale on the current
terms, the Attorney General respectfully requestsiél notice, as proposed herein, be provided
to Customers prior to the actual transfer of tReir

Argument

19. The Attorney General has been at the forefrbptaecting consumer privacy in
bankruptcy sales for many years since the semasa on this issue & re Toysmart, LLC
Case No. 00-13995,(Bankr. D. Mass. 20@@g also Living.com, IncCase No. 00-12522

®The FTCis presently furloughed during the fedgmternment shutdown, so the undersigned has been
unable to confirm whether it had notice of the Sdtgtion. The FTC does not appear on the Debtortsixnar in
any certificate of service.



(Bankr. W.D. Tex. 2000)DrKoop.com, Ing Case No. 01-47426 (Bankr. C.D. Cal. 2001);
Texas Attorney General: Privacy Is Not For Salal F. Morris & Flora A. Fearon, ABI J.(Oct.
2000)(hereinafter, “ABI Article”).

20. The Sale falls under Section 363(b)(1) becaus®tbtor offers “a product or a
service [that] discloses to an individual a poleghibiting the transfer of personally identifiable
information about individuals to persons that aveaffiliated with the debtor” and such privacy
policy was in effect on the petition date.11 U.@G63 (b) (1).

21.  Accordingly, “the trustee may not sell or lepsesonally identifiable information to
any person unless--

(A) such sale or such lease is consisterit suth policy; or
(B) after appointment of a consumer privacybagsman in accordance with
section 332 [11 U.S.C. § 332], and after notice arfaearing, the court
approves such sale or such lease--
(I) giving due consideration to the factscemstances, and conditions of such
sale or such lease; and
(i) finding that no showing was made thath sale or such lease would violate
applicable nonbankruptcy law.

22. The Attorney General submits that the sale tesl®ebtor’s published privacy
policy because (1) the policy’s inconsistenciesusthbe construed against the Debtor, and (2) no
actual notice was provided to Customers of a pitemansfer of PII.

23. Even if the Debtor’s privacy policy were violdiehe Court may approve the sale
of PII if a Customer consents or if the Court fimisapplicable non-bankruptcy law has been
violated. Here, due the potential transfer of hygdénsitive PlI, the unique facts of this case
require more consideration, and the Attorney Gérmaleeves various consumer protection laws
have been violated. Therefore, to ensure protectii@onsumer privacy, notice and the
implementation of an opt-in procedure should beiireqgl.

A. Debtor’s Published Privacy Policy Has Inherent Insstencies And Therefore Should
Be Construed In Favor of the Customers

24. Debtor’s online privacy policy on its websiteTatie.com provides inconsistent
information to its Customers. In the opening paapbrDebtor informs them that if substantially
all of its assets are to be transferred (and gremsonal information would be an asset), then they
will first be notified and then given an optiondpt-out.See suprd 4; Exh. A, p. 1 1. Later in
that same notice, however, the policy ambiguoudiyrms its Customers it will not reveal
personal information to non-affiliated third pastienless required to comply with a legal
processSee suprd 6; Exh. A, p. 2 {11. This same paragraph aldesstwill not share the



information with a non-affiliated third party withbthe Customers’ knowledge and consént.

25.  The deceptive ambiguity of these contradicttayesnents mislead Customers
who have no way to discern whether they must a#ftrvely consent or object to the transfer of
their PII?

26. Moreover, the misleading statements do not staether or how Customers will
receive notice of a potential transfer of their. Ritleed, in this case, Customers have received no
notice of the bankruptcy, the Sale, or of any rasylpossibility of a transfer of their PII.

27.  Although the database of Customers’ informaisoain asset of this bankruptcy
estate, it is still burdened by the privacy guagastDebtor made to Customers to attract their
business. Therefore, it should not be sold “fred @ear of interests” similar to other assets
pursuant to Section 363 without strict compliandtathe contractual or statutory restrictions
placed on the sale or transfer of the asSe¢ABI Article, supraat 18. Debtor’s online privacy
policy places the authority with the Customerslteraamend, edit, or delete personal
information, so therefore, the Customers, and tmyCustomers, should be entitled to
determine whether their PIl may be disclosed ad solthird partiesSee id.

28. If a contract is found to be ambiguous (i.pgroto two reasonable
interpretations), then the agreement is construee istrictly against the party who drafted it.
See Richland Plantation Co. v. Justiss-Mears Oil 661 F.2d 154, 156 (5th Cir. Tex. 198R);
re Las Torres Dev., L.L.C408 B.R. 876, 884-85 (Bankr.S.D.Tex.2009) (reisgha contract
ambiguity in favor of a consumer because the stiphted financial entity and the drafter of the
contract had a better bargaining position to knlegvincertainties of meanindyat’l Ropes, Inc.
v. Nat'l Diving Svc., Ing 513 F.2d 53 (5th Cir. 1975).

29. Construing the privacy policy against the Debtould thus favor an opt-in
procedure whereby Customers could receive sufficietice to affirmatively consent to the
transfer of their PIl to POF. Without this affirmag consent, Debtor would not transfer the data
and would instead delete and destroy it.

4 Notwithstanding inconsistencies within the privgolicy, the Attorney General also notes that tiedtor
may have several violations of the Texas Decepitregle Practices Act (“DTPA”). 8X. Bus. & Com. CODE
817.45-47. The Attorney General is authorized leystate of Texas to act on behalf of consumereiad to
enforce the DTPA to protect against false, misleg@ind deceptive business practices, unconscioaatitms, and
breaches of warranty. If the Attorney General pedsDTPA violations here on behalf of the State aftéss,
allowable up to $20,000 per incident and multiplsdeach of the 30 million Customers, would infécsignificant
financial burden to this estate. Even if the AteyriGeneral only sought $1 per incident, these piesalone would
exceed any benefit a sale would bring to the estagale that ostensibly benefits only the IRS @utied creditor.
In addition to these possible DTPA violations, mavjust learned of this bankruptcy case and the, Siaé Attorney
General is also investigating potential violatiafishe Texas Internet Dating Safety ACEXTBuS. & CoM. CODE §
106.001-.008. Violations of this Act carry “a cigienalty in an amount not to exceed $250 for eata3 member
registered with the online dating service providering the time of the violationIt. § 106.007 (a). Although the
exact number of Texas Customers is not known, theralties, too, would certainly financially impaice Debtor.
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B. The Customers’ Information Is Highly Sensitive

30. To add insult to injury, the PIl at issue irstbase involves highly sensitive
information. In addition to the privacy policy’sfitgtion of personal information (customer lists
names, addresses, birth dates, email addressearinthividually identifiable informatior),
Debtor’s Business also collects more personal da@mformation. The attached Exhibit B,
compiled from communications with the Consumer &wOmbudsman and the Trustee,
provides a non-exhaustive list of data fields coretd within the Customers’ fileSeeExh. B.
The Attorney General has not been successful imimbg a list of the actual data fields being
sold and transferred.

31. It is fair to assume that regular consumers daook imagine this intimate
information they shared within a discrete forum-fsas dating profiles, searches, sexual
preferences, communications, and recordings—woeilslibject to disclosure and sale without
their consent!

32. Consistent with the foregoing, the Attorney Gahis also concerned about the
ambiguous APA definition of assets that states @ostomer list . . . all Customer files . . . [and]
the current and historical referral list of the Biess.” APA, 81.01(c).

33. Specifically, this language raises a questiowtwther this definition would
include former Customers who may have closed #a@ounts. These Customers may have the
reasonable expectation that their relationship WighDebtor has ceased and would no longer
receive contact from the Debtor. Moreover, it islear whether the APA would include as
Customers those who have already affirmatively ested not to be contacted by the Debtor.
This content to be sold may include informatioretiedl or corrected by members who have long
ceased to use Debtor's services and whose pexsonahstances have changed such that they
would no longer wish to participate in any datiegvce.

34. Given the highly sensitive information that éxiithin Debtor’'s Customers’
files, the conditions of the Sale require more abgration for consumer privacy.

35.  Admittedly, Customers at one time joined anrimté&dating forum where such
information is expressly shared. This agreemesh#oe with a defined community of users,
however, does not suggest that Customers wereadiplallowing the disclosure of intimate
information to a newer and larger forum withousfigiving permission. Disclosure also cannot
be implied when viewed in the light of the privgmylicy’s express assurance that the
information would not be disclosed without consent.

36. Moreover, any Customer potentially injured by thsclosure of their Pll in this
case would not have the ability to later obtaimmgjtive protection because POF is a Canadian

> _This information squarely falls within the defian of Pl of the Bankruptcy Code.

Seell U.S.C. 101(41A)



entity over which either this or another Unitedt&sacourt would have limited, if any,
jurisdiction.

C. An Opt-In Policy And Proper Notice Would BetterghliWith Consumer Protection Laws
and Fair Information Practice Principles

37. The sale may proceed only if no applicable nankbuptcy law has been violated.
Although the Attorney General recognizes the Saleelits the estate, such benefit cannot
compromise consumer privacy. For this reason, tierey General respectfully urges the Court
require the notice and implementation of an ogteficy. While 11 U.S.C. § 363 defines the
permissible use, sale or lease of estate propedges not authorize a debtor to sell property in
violation of state law transfer restrictions. Itnelg provides the Debtor with the authority to
dispose of property if the Debtor would have thmesaight under state laee Integrated
Solutions Inc. v. Svc. Support Specialists,|b24 F.3d 487, 493 (3d Cir. 1997).

38. The FTC has reviewed the manner in which estd@lect and use personal
information and accompanying safeguards to ensiasetpractices provide fair and adequate
privacy protection. Moreover, the FTC has identifi@dely-accepted principles concerning fair
information practicesSeeFTC, Fair Information Practice Principlesjailable at
http://www.ftc.gov/reports.privacy3/fairinfo.shthrsee alsaConsumer Privacy Ombudsman
Report,In re Circuit City Store, Ing Case. No. 08-35653 (Bankr. E.D. VA Aug. 26, 2009

39. Of the FTC-identified principles, those relevemthis case are (1) Notice; (2)
Choice/Consent; (3) Integrity/Security; and (4) @oement/Redreskl.

Notice
40. Under the principle of Notice, the FTC has state

The most fundamental principle is notice. Consursbmild be given notice of an
entity’s information practices before any persanfrmation is collected from them.
Without notice, a consumer cannot make an infordesision as to whether and to
what extent to disclose personal information. Meszothree of the other principles
discussed below—choice/consent, access/participatim enforcement/redress—are
only meaningful when a consumer has notice of amyenpolicies, and his or her
rights with respect thereto.

Id.

41.  The Attorney General proposes that the Trusteeegller of the Debtor’s Assets,
provide electronic notice to all affected Custonmrdwo occasions. The state attorneys general

® Due to the federal government shutdown, the welvedis not available for viewing at the time ofnigi
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in Toysmart.com proposed email notification topatentially affected customers to effectuate
consent by such customers, i.e., on an opt-in basigil notice, in a form approved by the
bankruptcy court, would not only provide each & @ustomers with information regarding a
change in circumstance or a change in the origioairact it entered with the Debtor, but would
also comport with due process requirements thatebe given to any party having an interest
in property being sold under Section 363.

42. This Notice must be given by the Trustee ratih@n POF. APA Section 5.02
provides a four-week timeframe in which POF woubéiate the Business and notify Customers
of the Sale and transfer. The Attorney Generahglyoopposes any provision in which the Pll is
already transferred before notice is given. Otheewhis is tantamount to asking forgiveness
rather than permission for a transgression; theduer's’ privacy has already been violated and
they are left with limited means of recourse oungtive relief.

43. The Attorney General requests that first, sh@afler the Sale is approved,
Customers should be notified the Sale has takere plkeow it affects them, and that on a date
certain (no less than four weeks) their PIl willtensferred through a procedure, to be explained
further herein.

44, A second reminder notice should be sent to Gueste a week prior to the
deadline.

45, Further, the Attorney General proposes languafye, to be included in the
notification to Customers for the preferred oppmcedure, and language for the opt-out
procedure, if the Court determines that to be #teboption.

46. Finally, the Attorney General requests thatTthestee file affirmations certifying
that the two notices were sent, in addition to fimaation filed after the deadline to notify the
Court and the Attorney General how many Customieos& to opt-in or opt-out.

Choice/Consent

" APA §5.02 provides Seller a 4-week timeframeréfie Sale closes for other notifications:

Seller represents that the Seller will operateBhsginess as a going concern, providing all services
to Customers of Seller until 4 weeks after the DipdDate or the sending of the Notices of
Cancellation ~ whichever is first, it being agrahdt the Notices of Cancellation of subscription
Agreements shall be made by Purchaser as neaosinGIDate as feasible and opportunity to enroll
subscribers with services provided by Purchasis assignees and shall be exclusively made by and
for the sole benefit of Purchaser. Seller will kéfep True Beginnings site functioning in the oraina
course until Notices of Cancellation have been ardtwill make one employee available to directly
assist Purchaser in connection with migrating 8sllede and databases to Purchaser's servers.



47. The FTC recognizes the principle of Choice/Canhgath respect to personal
information:

At its simplest, choice means giving consumersomgtias to how any personal
information collected from them may be used. Cho&lates to secondary uses of
information—i.e., uses beyond those necessary toplsie the contemplated
transaction. Such secondary uses can be inteacél as placing the consumer on the
collecting company's mailing list in order to markadditional products or
promotions, or external, such as the transferfofination to third parties.

Traditionally, two types of choice/consent regirhase been considered: opt-in or
opt-out.

Opt-in regimes require affirmative steps by thestoner to allow the collection
and/or use of information.

Opt-out regimes require affirmative steps to prétea collection and/or use of such
information.

In order to be effective, any choice regime shopldvide a simple and
easily-accessible way for consumers to exercise ¢heice.

FTC, Fair Information Practice Principles

48.  As stated, the Attorney General believes that@nn notice to Customers more
appropriately and practically addresses the iseags Email consent by Customers on an opt-in
basis allows them to assent to the sale of tHearfél expressly choose to enter a new contract
with POF.SeeABI Article, supraat 118. Notice and consent requirements are nagl ndeas
with respect to estate ass&ee e.gPerlman v. Catapault Ent’t, Inc. (In re Catapultt&nnc.),

165 F.3d 747 (9th Cir. 1998)(precluding the delstassumption of patent licenses pursuant to 8
365 over the licensor’s objection due to non-baptay law barring assignment of the personal
and non-delegable licenses to a hypothetical fhartly without the licensor’s consent.).

49.  Generally, “opt-in” disclosure policies providanore restrictive option with a
lower risk of disclosure of personal informatiomththeir “opt-out” counterparts in the context
of freedom of speech challenges to FCC regulatioisordersSee, e.gNat'| Cable &
Telecomms. Ass’'n v. FC655 F.3d 996, 999 (D.C. Cir. 2009)(directing tel@mmunications
companies to obtain individual customer’s ‘opt-@onsent before sharing that individual’s
information with certain third party marketers, ribfley replacing an ‘opt-out’ requirement for
disclosure). In upholding the constitutionalityaof opt-in order, the D.C. Circuit affirmed the
FCC'’s finding that the newer opt-in requirement Woeduce the risk of disclosure by third-
party affiliates of telecommunications compariafiiliates whose actions were not governed by
the statute underlying the FCC ordek.at 1002-03.
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50. Likewise, an opt-in requirement here would redilne risk of disclosure of the
Customers’ highly-sensitive Pll by POF, an entityose actions could be subject to limited
jurisdiction of United States courts, and an entiith a different privacy policy—a policy which
these Customers did not review and expressly dgrpeor to submitting their PII.

51. Other cases have also implicitly acknowledged dipt-in disclosure policies
provide a stronger protection for consumer priviagits than opt-out regimes dsee, ., U.S.
West, Inc. v. FCC182 F.3d 1224 (10th Cir. 1999) (overturning axfer FCC order creating an
opt-in disclosure requirement because the lessa@at opt-out requirement would be more
appropriate under the circumstances).

52.  Accordingly, the Attorney General requests thilwing opt-in language be
included in the Notice sent to all Customers:

By Order of the United States Bankruptcy Courtia Eastern District of Texas, all
of the assets of True.com, including all of thespeal information that you as a
member have provided to True.com, will be transféto a Canadian online dating
company, Plentyoffish.com, conditioned on your esgrconsent by clicking the key
below to affirmatively opt-into this transfer. by do not opt-in by [insert date], then
all of your personal information and your compléie will be destroyed by
True.com. The decision to opt-in is an importane dhat should be carefully
considered.

BackgroundOn August 1, 2012, the online dating service gleam, of which you
are a member, filed Chapter 11 bankruptcy in thédd States Bankruptcy Court
for the Eastern District of Texas, (True BeginningsC, case number 12-42061).

53. If the proposed changes herein pose a concét®@kobased on a perceived
change in value of the Assets, then they may ddoidenegotiate the Sale price. When viewed
under a price model of cost-per-file-transferréa, price per file here is less than two
centd(.016) Under the APA, POF is paying $700,000 f8mdillion Customers’ files. Although
the Attorney General has yet to determine exachiiclvinformation fields are being sold and
transferred, based on the list in Exhibit B, mdghese files contain PIl.. One can reasonably
guestion whether the value of highly sensitivedXteeds two cents per file, especially from the
Customers’ perspective.

54. On information and belief, POF prefers an ogtfoum of notice. A rough
proposal of the opt-out form of notice by POF worddd as follows:

Hello #user's first name#,

TRUE is about to undergo some exciting changeg. absets of TRUE are to be sold

11



to PlentyOfFish (POF.com), the world’s largest palidating site with over 60
million registered users. Founded in 2003, Pleffijgh has been using the most
advanced matching system in the industry to helgles all over the world meet,
date, and find meaningful relationships. Plenty&iFoffers Android, iPhone, and
iPad apps, and was recently named one of the Attst Work Apps” by Mashable.
For more information, visit: www.pof.com.

What does this mean to you? In the short term, ERIWWI continue to help you find
exactly what, and who, you're looking for. Yourgenal information will soon be
protected by PlentyOfFish and in order to do thigjll be moved from the US to
Canada. In the longer term, POF is looking forw@aréhtroducing exciting new
features to TRUE.

If you do not wish to have your personal informatpyotected by POF, you must opt
out of the transfer. Doing so will delete your@aat with TRUE, and none of your

personal information will be transferred. To opt of this transfer, please click the
following link: www.#opt-out link#.com

55. The Attorney General does not believe this yhieliled advertising for POF
provides sufficient protection for the Customer. POF will likely argue that it prefers opt-out
notice because of the low numbers of opened emsdisciated with a mass-mailing. When the
result of this notice affects the privacy of tefisnllions of consumers, though, the default
option for an unopened email should not be thestearof highly sensitive PII without a
Customer’s express consent. Failure to receive@atn never be deemed express consent.

56. If the Court determine that opt-out noticenisre appropriate, the Attorney
General respectfully requests the following langubg included in the notice to Customers:

By Order of the United States Bankruptcy Courtha Eastern District of Texas,
dated [insert date] all of the information you égwovided to True.com will be
transferred on [insert date] to a Canadian onletend company, Plentyoffish.com
unless you elect to opt-out of this transfer bgkehg on the link below.

BackgroundOn August 1, 2012, the online dating service gleam, of which you
are a member, filed Chapter 11 bankruptcy in thédd States Bankruptcy Court
for the Eastern District of Texas, (True BeginningsC, case number 12-42061)
Under the terms of a proposed sale of all of tH&talés assets, all of the personal
information you have provided True.com is beings$farred absent your decision
to opt out of the transaction.

If you elect to opt-out, all of your information Mbe permanently destroyed. If you

12



do nothing, all of your personal information andiyentire True.Com file will be
transferred to Plentyoffish.com. The decision whketto opt-out is wholly your
decision, and you should carefully consider whethen wish to have your
information transferred.

Integrity/Security

57. The FTC principles regarding personal infornraadso include the following
statement supporting data integrity and security:

To assure data integrity, collectors must takearalsle steps, such as using only
reputable sources of data and cross-referencing against multiple sources,
providing consumer access to data, and destroyihmaly data or converting it to
anonymous form. Security involves both managema gechnical measures to
protect against loss and the unauthorized accessudtion, use, or disclosure of the
data.

FTC, Fair Information Practice Principles

58. Debtor’s published privacy policy does not imiga stated retention policy. On
information and belief, Debtor does not have agydlat destroys Customers’ information if
they terminate their membership. Debtor has bedusmness for over a decade, and arguably has
many files of terminated Customers. Under thiswitstance the Attorney General further argues
in favor of an opt-in procedure prior to the trarsfThese concerns stem from ambiguity in the
APA over whether this is the type of “historicalitd Debtor intends to transfer. Many of the
former Customers may not have the same email agltvasceive notice.

Enforcement/Redress

59. Finally, the FTC identifies the principle of Bndement/Redress when dealing
with personal information:

The core principles of privacy protection can obly effective if there is a
mechanism in place to enforce them.

FTC, Fair Information Practice Principles

60.  The bankruptcy laws should not be used to com@®a consumer’s reasonable
right to privacy and that is particularly so in thetant case which involves highly sensitive
personal information. In this case, the obligat@provide notice and options to the Customers
should be borne by the Seller, who has control dweinformation prior to the sale. Upon
completion of the sale, Customers have limitednif control, over their information. Moreover,
the Sale involves POF, a Canadian business, thist Could not provide injunctive relief to
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Customers who felt compromised.

61. As stated, the Attorney General does not olgeatsale that is consistent with
Debtor’s stated privacy policies as required byJ1%.C. § 363(b)(1). To this end, a Sale that
includes notice and implementation of an opt-incpaure would also ensure Customers’ privacy
and Debtor’'s compliance with consumer protectiovsla

62. If the Court determines that an opt-out procedsiadequate, then the Attorney
General respectfully requests Customers receiveeniot the form requested herein.

WHEREFORE, the Attorney General respectfully retgiéisat the Court sustain the
objection contained herein, and grant such othérfamher relief as it may deem just and proper.
As the CPD of the Attorney General’s Office hasrbeet his case less than one week, discovery
is ongoing, and the Attorney General respectfidserves the right to amend or file supplemental
pleadings.

Respectfully submitted,

GREG ABBOTT
Attorney General of Texas

DANIEL T. HODGE
First Assistant Attorney General

JOHN B. SCOTT
Deputy Attorney General for Civil
Litigation

RONALD R. DEL VENTO
Assistant Attorney General
Chief, Bankruptcy & Collections
Division

[s/ Hal E. Morris

Hal F. Morris

Texas State Bar No. 14485410
Nicole D. Mignone

Texas State Bar No. 24055970
Assistant Attorney General
Bankruptcy & Collections Division
P. O. Box 12548

Austin, Texas 78711-2548
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P: (512) 463-2173/F: (512) 482-8341
Email: hal.morris@texasattorneygeneral.gov
nicole.mignone@texasattorneygeneral.gov

ATTORNEYS FOR THE STATE OF TEXAS

Certificate of Service

| certify that a true and correct copy of the fareg Objection has been served via the
Court's Electronic Filing System on all partiesuesging notice in this proceeding and that
copies were mailed to the counsel and partiedlisgtow, via first class U.S. Mail, postage
prepaid on October 9, 2013.

Eric A. Liepins

12770 Coit Road

Suite 1100

Dallas, TX 7525Xadditional copy sent via overnight courier)

William L. Medford

Quilling Selander Lownds Winslett Moser

2001 Bryan St., Suite 1800

Dallas, TX 7520Xadditional copy sent via overnight courier)

Timothy W. O'Neal

Office of the U.S. Trustee

110 N. College Ave.

Suite 300

Tyler, TX 75702(additional copy sent via overnight courier)

Lucy L. Thomson

The Willard; Suite 400

1455 Pennsylvania Avenue, N.W.

Washington, D.C. 20004

(703) 798-100Xadditional copy sent via overnight courier)

Joseph R. Larsen

1111 Bagby St
Suite 2300
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Houston, TX 77002-255@dditional copy sent via overnight courier)

Christopher Moser
2001 Bryan Street, Suite 1800
Dallas, TX 75201

True Beginnings, LLC
2201 Long Prairie Road
Suite 107-394

Flower Mound, TX 75022

American Express

c/o Jaffe & Asher, LLP

600 Third avenue

New York, NY 10016-1901
Atrinsic, Inc.

PO box 10434

Uniondale, NY 11555-0434

Frederick Black

Greer, Herz & Adams

One Moody Plaza, 18th Floor
Galveston, TX 77550

Richard L Bufkin
3811 Turtle Creek Boulevard,Suite 1600
Dallas, TX 75219-4558

Comptroller of Public Accounts
c/o Office of the Attorney General
Bankruptcy - Collections Division
PO Box 12548

Austin, TX 78711-2548

Datran Media
345 Hudson Street, 5th Floor
New York, NY 1004

Epic Media Group, Inc.

60 Columbia Way, Ste. 310
Markham, Ontario, L3R-0C9
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IFPS Corporation
30 Montgomery Street, Suite 1000
Jersey City, NJ 07302

Litzler, Segner, Shaw & McKenney, LLP
1412 Main Street, 24th Floor
Dallas, TX 75202

Microsoft LLC

Lockbox 842467

1950 N. Stemmons Fwy
Ste. 5010

Dallas, TX 75207

Microsoft Online, Inc.
P.O. Box 547543
Dallas, TX 75284-7543

Mitel Leasing
PO Box 972448
Dallas, TX 75397-2448

Mitel NetSolutions
PO Box 53230
Phoenix, AZ 85072-3230

Mundo Media

11 Alistate Parkway

Suite 300

Markham, Ontario, L3R 9T8

Net Margin

347 Hudson Street
5th Floor

New York, NY 10014

Neverblue

#201 - 1221 Broad Street
5th Floor

Victoria, British Columbia
Canada, V8w 2A4,
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RevenueAds Affiliate Network
2304 South Post Road
Midwest City, OK 73130

Unified Messaging Solutions LLC
c/o John T. Ward, Jr.

Ward & Smith Law

111 W. Tyler Street

Longview, TX 75601

Herb Vest
5015 Brookview Drive
Dallas, TX 75220

Vision Cap Investments, LLC
c/o Robert B. Hydeman, Jr.
111 Galleria Tower

13155 Noel Rd., Ste. 900
Dallas, TX 75240

Zoobuh

c/o Hill, Johnson & Schmutz
4844 North 300 West #300
Provo, UT 84604-5663

[s/ Hal E. Morris
Hal F. Morris
Assistant Attorney General
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